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N CTULV %, elDAS/eSignature Standards Framework

( Trusted Lists Providers

@ TSPs supporting ® Trust Application
eSignature Service Providers

@ Signature Creation

& Validation
® Signature ® Cryptographic
Creation Devices Suites

XO~ODTL—LT7—0%EFE&LT.
% < DIRTE Z 5o

Zhid. 2015FEDT—2ED T, RS
TIFTSICEEREINTL B,

DTS 119612v1.2.1 Trusted Lists
(@ EN 319403/ TS 119403 TSP Conformity Assessment
EN319401/TS 119401 General Policy Requirements for TSPs
EN 319411 /TS 119411 Policy Requirements for TSPs issuing Certificates
EN 319412 /TS 119412 : Certificate Profiles
EN 319421 Policy and Security Requirements for Trust Service Providers
issuing Electronic Time-Stamps
EN 319422 Time-stamping protocol and electronic timestamp profiles
(3 TS 102 640 Registered e-Mail
E_Delivery
Long term preservation
@®TS119102-1/EN 319 102-1: Procedures for Creation and Validation of AdES
Digital Signatures. Part 1: Creation and Validation.
TS 119122 /EN 319 122: CAdES digital signatures.
TS 119132 /EN 319 132: XAdES digital signatures.
TS 119142 /EN 319 142: PAdES digital signatures.
TS 119162 /EN 319 162: Associated Signatures Containers.
TS 119172 /EN319172-1: Signature policies
(®EN419211-1to -5: Protection profiles for secure signature creation device
EN 419 221-1to -5: Protection profiles for TSP Cryptographic modules
TS 419 241 - Security Requirements for Trustworthy Systems Supporting
Server Signing
EN 419 241-2 & 3 Protection profiles for Server Signing
EN 419231 - Protection profile for trustworthy systems supporting time
stamping
EN 419261 Security requirements for trustworthy systems managing
certificates and time-stamps
® ETSI TS 119 312: Cryptographic Suites
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Level 1: functional example

= Signer authentic.ition !
“ Signer id oy _ _
: S Signer id /
Signer DTBS SSA SCD id

bindings

<€
Signed
document

DTBS + SSA
SCDid authentication
-

SCDev
Signer’s Signer’s
SCD S5CD

« ERE (Signen) & BE7 U 5—23> (SSA) ICXHLT. BSDOHAFTHZE
$#EID (Signerid) EEBHEXWRT—4 (DTBS) ZX2 L EHIZ. FAEREITS,

o SSAIF. BHREBEZIML. BRENELCERIEEINTICIHZE. EOREEERE EHIC.
EHEIDICEEMWVWESRT /N XID (SCDid) K%%XT%T HEBHLTINAR
(SCDeV) ‘:%%o

e SCDevTlid. BEATNIXIDTERESN-E4REZAVTEAL. EANIELNR
7_'—975:52'1773_50

o BH. COREEEEAILTIE. EXEZEELT SSADIFERL TV,

SSA : Server Signing Application. E%% : Signer. DTBS : Data to be Signed. SAD : Signer‘s Activation Data. SCDev
. Signature Creation Device
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Level 2: functional example
Y Signer authenticition /
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Slgner DTBS — | bindings
2 factors SAD to commit
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Signed SCD id authentication
document A
SCDev
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SCD SCD
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SSA : Server Signing Application. E%% : Signer. DTBS : Data to be Signed. SAD : Signer‘s Activation Data. SCDev
. Signature Creation Device
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key import
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key generation
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_Sco_pe of remote s_ig_ning_standards

Signer ol _ ;
Interaction : Signing Signature Crypto.
Application Activation Module

Module

/ EN 419 241-1 = EN 419 241-2 (Qualified only)

Ta\.per Protected Environment

Server

-

Component

TSP Service Component
TS 119 432 c cen
(protocol) \Dperating remote QSCD / SCD A S

Certificate Revocation
Issuance Managem’t

15119431 Registration

(policy requirements)

K i e | 1] o B

€ ETSL 2017, All rights reserved

https://docbox.etsi.org/workshop/2018/201806_ETSISECURITYWEEK/REMOTE_SIGNATURE_CREATION/ETSI%20_TC_ESI_POPE.pdf
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EN 419 241-1  Security Requirements for Trustworthy H—/)\EBRAICEDDt+a
Systems Supporting Server Signing U B
EN 419 241-2  Trustworthy Systems Supporting Server H—/)(EBEICHEITDERE

Signing - Part 2: Protection profile for QSCD ~ F&ZERkT/ \A XDPP
for Server Signing

EN 419 221-5  Protection profiles for Trust Service Providers NS XA MSF—EX(TXT D

(TSP) Cryptographic modules - Part 5: iESsE>1—J)L (UE—bH
Cryptographic Module for Trust Services ExZ=20) DPP

TS119431-1  Policy and security requirements for trust UE— hEZBXREDHD
service providers; NSMNIS—HE K0+
Part 1: TSP service components operating a > Z/F . QSCD/SCDE
remote QSCD / SCDev H

TS 119 431-2 Policy and security requirements for trust UE—hEZEXREDHD
service providers; NSNS —HERK0tFa
Part 2: TSP service components supporting U+ EF . AAESERK
AdES digital signature creation

TS 119 432 Protocols for remote digital signature creation YJE— bE&OIO LIV

(CSCRRE)
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